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First Cycle — Four Levels — 240 ECTS
Bachelor’s Degree (B.S¢.) - Cybersecurity
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1. Overview

This catalogue presents the courses (modules) offered by the Cybersecurity program leading to the
award of the Bachelor of Science in Cybersecurity degree. The four-year program comprises 48, with
a total student workload of 6,000 hours and 240 ECTS credits. The delivery and assessment of modules
are fully aligned with the Bologna Process framework, ensuring academic transparency, mobility, and

quality assurance.
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2. Undergraduate Modules 2025-2026

Module 1
Code Module Title ECTS Semester
Cys1101 Data Security Principles 5 1
Class (hr/w) Olect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 77

Description

This course introduces the fundamental principles of data security, focusing on protecting data
confidentiality, integrity, and availability. It covers basic security concepts, data classification, access
control, encryption basics, and common threats to data. The course aims to provide students with
essential knowledge for securing data in digital systems.
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Module 2

Code Module Title ECTS Semester
CSIT1102 Calculus | 5 1
Class (hr/w) Olect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 77

Description

This course introduces the fundamental concepts of calculus, including limits, continuity, derivatives,
and basic applications of differentiation. It provides students with the mathematical foundation
necessary for problem-solving and analytical thinking in computing and cybersecurity-related fields.
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Module 3
Code Module Title ECTS Semester
CYS1103 Programming Fundamentals | 7 1
Class (hr/w) OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 78 97

Description

This course introduces the fundamental concepts of computer programming, including variables, data
types, control structures, and basic algorithms. It aims to develop problem-solving skills and logical
thinking through writing simple programs using a high-level programming language.
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Module 4
Code Module Title ECTS Semester
CSIT1104 Digital Logic 6 1
Class (hr/w) OlLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 78 72

Description

This course introduces the principles of digital logic and Boolean algebra, covering logic gates,
combinational and sequential circuits, and basic digital system design. It provides students with
essential knowledge for understanding computer hardware and digital security systems.
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Module 5
Code Module Title ECTS Semester
Cys1105 Computer Organization 5 1
Class (hr/w) Olect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 63 62

Description

This course covers the basic organization and architecture of computer systems, including CPU
structure, memory hierarchy, input/output systems, and instruction execution. It provides students
with a foundational understanding of how hardware components interact to support secure and
efficient computing.
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Module 6
Code Module Title ECTS Semester
UOWA103 Arabic Language | 2 1
Class (hr/w) OlLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 17

Description

This course focuses on developing students’ proficiency in the Arabic language, including reading,
writing, grammar, and comprehension skills. It aims to enhance effective communication and academic
expression in Arabic.
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Module 7
Code Module Title ECTS Semester
Cys1201 Cybersecurity Principles 8 2
Class (hr/w) OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 152




Description

This course introduces students to the fundamental concepts of cybersecurity, including information
security principles, common threats, and basic protection mechanisms. It provides a foundation for
secure computing practices.
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Module 8
Code Module Title ECTS Semester
CSIT1212 Calculus I | 5 1
Class (hr/w) Olect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 77

Description

This course builds on Calculus | and covers integral calculus, techniques of integration, sequences,
series, and applications in problem-solving relevant to computing and cybersecurity.
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Module 9
Code Module Title ECTS Semester
Cys1213 Programming Fundamentals | | 7 1
Class (hr/w) Olect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 78 97

Description

This course extends basic programming knowledge, covering advanced control structures, functions,
arrays, and data handling. Students develop problem-solving and programming skills using a high-level
language.

s9kg . Uldl dnllang colisasmall (Jlgull cdodiioll (Sl Sld Jasily cdomall dsldl 4850l 8olall 00 JuSiud
Syl ddle dxays A pluseiwly dooplly OIEW! Jo> ©l)lge dudlall,

Module 10
Code Module Title ECTS Semester
Cys1204 Discrete Structure 6 1
Class (hr/w) OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 102




Description

This course introduces discrete mathematics concepts relevant to computing, including sets, relations,
functions, logic, and graph theory, forming the mathematical foundation for cybersecurity and
algorithms.
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Module 11
Code Module Title ECTS Semester
UOWA101 English Language | 2 1
Class (hr/w) OlLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 17

Description

This course develops students’ English language skills in reading, writing, listening, and speaking, with
an emphasis on academic communication and technical vocabulary for computing and cybersecurity
contexts.
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Module 12
Code Module Title ECTS Semester
UOWA102 Human Rights and Democracy 2 1
Class (hr/w) OlLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 17

Description

This course introduces students to the principles of human rights and democratic governance, covering
international standards, civil liberties, and ethical responsibilities in modern societies.
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3. Contact

Program Manager:

Ali Kareem Abdul Raheem | Ph.D. in Information Technology - Artificial Intelligence.
Email: alialmujab@uowa.edu.iq

Mobile no.:07725106635




